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[bookmark: _Toc172626729]Executive Summary
[bookmark: _Toc172626730]Problem Statement
Officers complain about the performance of shared workstations. Slow workstations create unnecessary delays for officers when it comes to creating, completing or supplementing reports, uploading attachments, or simple tasks such as checking and responding to email. 
Even with the support of an internal Information Services Department, cybersecurity programs, and mandated quarterly training, employees still experience slow workstations and security breaches that disrupt operations and impact the bottom line.
ECU Health Police Department has a corporate responsibility to provide cybersecurity training and education to the patients, visitors and families we serve. In the technology world we live in, our customers rely on unsecured internet access and client devices that may not have necessary security protocols. Unlike our corporation, they do not have cybersecurity programs, training or an inside contact to keep them or their information safe. Customers that are vulnerable to security breaches could experience impacts far greater than large corporations. Corporations have resources, such as insurance, active security programs to detect and prevent breaches, and around the clock teams monitoring networks. Our customers do not have or may not be aware of the resources available to them. Security breaches mean potential identity theft/fraud, overwhelming financial impacts and costly delays that some customers are unable to recover from. 
[bookmark: _Toc172626731]Objective
[bookmark: _Hlk172623065]Create a training program to provide basic cybersecurity training and education that includes basic terminology, basic cybersecurity protocols, emergency preparedness initiatives, compliance efforts, and resources available, individuals can effectively mitigate threats and ensure a safer online environment. 
[bookmark: _Hlk172617200]Walk participants through a step-by-step process to update users’ device settings to schedule regular maintenance for the removal of unnecessary files to improve overall performance and monitor network vulnerability. Outline a process customers can follow to keep their network and information safe.
[bookmark: _Toc172626732]Benefits
Education and training for our customers could reduce the impacts of security breaches or prevent some from occurring at all. Reducing identity theft cases reduces the time officers and detectives spend investigating, collecting evidence and documenting findings for cases to be heard. Customer education and training will provide resources to establish appropriate security measures, education on system maintenance and security programs, and equip them to protect their networks and their information.
[bookmark: _Toc172626733]Project Scope and Assumptions
ECU Health Police Department will create a basic training program to educate customers on basic cybersecurity training that includes basic terminology, basic cybersecurity protocols, emergency preparedness initiatives, compliance efforts, and resources available. Customers will walk through the process to update device settings to schedule the removal of unnecessary files to improve overall performance and monitor network vulnerability. The training will outline a process customers can follow to keep their network and information safer.
ECU Health Police Department will advertise and host the quarterly training. Attendance is limited to room capacity and will be communicated with advertisement. Participants must register to ensure maximum capacity is not exceeded. Seats will be available to walk-ins and those that fail to register if space is available. Minimum number of participants required. Participants will have the option to bring their own device for personal application or use provided computer workstations. Training focuses on basic cybersecurity that includes basic terminology, basic cybersecurity protocols, emergency preparedness initiatives, compliance efforts, and resources available and therefore does not include all programs, networks, devices, or protocols. Basic will include preinstalled device settings and programs, limited free application downloads, and simple network security. ECU Health Police Department will provide training materials electronically. Participants may print hardcopies of training materials at their own expense.
ECU Health Police Department will not be held liable for customers that fall victim to identity theft, security breaches or experience slower networks or devices after attending the training. ECU Health Police Department reserves the right to cancel or reschedule training for reasons including, but not limited to: emergencies, inadequate staffing, minimum participation requirements, or network disruptions. 
[bookmark: _Toc172626734]Time
[bookmark: _Hlk172619885]ECU Health Police Department will provide the 2-hour quarterly training and be responsible for the set up and breakdown of the onsite training location. Set up and break down times will be calculated at 30 minutes each. Total time to provide training is 3 hours at the cost of team members’ current rate of pay.
[bookmark: _Toc172626735]Budget and Resources
Budget considerations examine the total time required to provide training and materials. Total time required is calculated at 3 hours at the cost of team members’ current rate of pay. Team members providing the training will not incur overtime because of training. Team members eligible to provide training include police officers, Sergeants, Lieutenants, Captains and Majors. Pay rates range from a minimum of $22.42/hour to a maximum of $69.67/hour. Total costs to provide the quarterly training range from a minimum of $67.26 to a maximum of $209.01. ECU Health Police Department will scrutinize schedules and plan for police officers to provide quarterly training when possible.
Training materials do not incur additional costs because they already exist and will be provided electronically to participants. A cost breakdown of minimum, average and maximum rates has been provided by rank. Please refer to Appendix A: Quarterly Training Costs.
[bookmark: _Toc172626736]Project Plan, Schedule and Milestones
ECU Health Police will begin providing basic cybersecurity training as a community benefit beginning next quarter and repeat training offerings quarterly. ECU Health Police Department will use feedback from participants and track number of attendees to determine continued need, longevity planning and plan for future advanced training offerings. 
[bookmark: _Toc172626737]Conclusion
[bookmark: _Hlk172622383]In conclusion, customers face many risks that must be carefully managed to safeguard safety and security. By supporting the basic training programs that include basic cybersecurity protocols, emergency preparedness initiatives, and compliance efforts, individuals can effectively mitigate threats and ensure a safer online environment. Scheduling regular maintenance to remove unnecessary files will increase overall performance of workstations therefore increasing productivity. ECU Health Police Department could provide cybersecurity training and education to 13% of North Carolina’s population: 1,395,601 customers from 29 Eastern North Carolina counties. All of which are residents of the counties ECU Health Police Department serves. At a minimal cost to the department, it is our corporate responsibility to provide such training to the patients, visitors and families we serve in Eastern North Carolina. Please refer to Appendix B: Population Served for population breakdown by county.
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Minimum Average Maximum

Officer Pay Range 22.42 $                    29.71 $                37.00 $                    

Sergeant Pay Range 25.92 $                    34.35 $                42.77 $                    

Lieutenant Pay Range 28.58 $                    37.87 $                47.16 $                    

Captain Pay Range 38.30 $                    50.75 $                63.20 $                    

Major Pay Range 42.22 $                    55.95 $                69.67 $                    

Minimum Costs Average Costs Maximum Costs

67.26 $                    89.13 $                111.00 $                 

77.76 $                    103.05 $             128.31 $                 

85.74 $                    113.61 $             141.48 $                 

114.90 $                 152.25 $             189.60 $                 

126.66 $                 167.85 $             209.01 $                 

94.46 $                   125.18 $             155.88 $                 Averaged Cost of 

Quarterly Training
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Population

North Carolina 10,835,491

Beaufort County 44,481

Bertie County 16,922

Camden County 11,137

Carteret County 69,615

Chowan County 13,891

Craven County 102,391

Currituck County 31,593

Dare County 38,110

Duplin County 49,520

Edgecombe County 48,832

Gates County 10,343

Greene County 20,530

Halifax County 47,298

Hertford County 19,453

Hyde County 4,607

Jones County 9,401

Lenoir County 54,895

Martin County 21,447

Nash County 96,551

Northampton County 16,715

Onslow County 213,676

Pamlico County 12,423

Pasquotank County 41,444

Perquimans County 13,377

Pitt County 175,119

Tyrrell County 3,461

Washington County 10,713

Wayne County 118,686

Wilson County 78,970

Total Population

1,395,601

13%


